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Apparent attack in Venezuela highlights risk of drone strikes
5 Aug 2018
Joseph Ax, Reuters, United Kingdom
The attempt on Venezuelan president Maduro’s life is prompting many questions about 
the unmanned aircraft systems. In the US, officials have warned that existing law does 
not adequately protect against possible drone crimes such as cyberattacks and drug 
smuggling. And experts say the psychological effects of a small but successful attack 
could overcome the actual physical damage, accomplishing the goal of spreading terror of 
terrorist groups.
https://www.reuters.com/article/us-venezuela-politics-drones/apparent-attack-in-venezuela-
highlights-risk-of-drone-strikes-idUSKBN1KQ0MG 

Venezuelan drone attack claim revives security risk fears
5 Aug 2018
David Bond, Financial Times, United Kingdom
Venezuelan president Nicolás Maduro’s claim that he was targeted by a double drone 
strike will revive fears that unmanned aircraft could be used to carry out a successful 
assassination or terrorist attack. Regulators and security officials are racing to introduce 
new international standards to reduce the security risks posed by unmanned aerial 
vehicles (UAVs). Counter-measure systems, which detect and then disable or intercept 
drones, are a more effective way of enforcing no-fly zones for UAVs, claimed Robert 
Garbett, member of a committee of experts working on new international safety 
standards for UAVs.
https://www.ft.com/content/5affce5c-98b1-11e8-9702-5946bae86e6d

How the drones of the failed attack on Maduro work
6 Aug 2018
Antonino Caffo, Panorama, Italy
The drones used for the attempted attack on Maduro were DJI M600, equipped with 1 
kg of C-4 explosives. The DJI M600 is considered a professional-level drone, used by 
filmmakers and photographers. It has a solid structure and can handle a relatively heavy 
payload. The flying weapons of terrorism 2.0 can reach anyone and they are difficult 
to fight. The absence of a clear legislation, even in Europe, promotes the use of these 
instruments. As long as we wander in this gray area, “winged terrorism” will be able to 
create worries.
https://mytech.panorama.it/sicurezza/droni-maduro-venezuela/

CARACAS DRONE ATTACK
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How the attempt on Maduro’s life has been conceived
13 Aug 2018
Maolis Castro, El País, Spain
The Venezuelan regime has claimed two DJI-Matrice 600 drones armed with plastic 
explosive have attempted on president Maduro’s life on August 4th. The leader said 
the attack was organized by Colombian and United States governments, together with 
the opponents to the regime. Due to this the persecution of opposition leaders has 
been intensified by regime forces. Nevertheless, some witnesses and experts, and also 
government members, contradict the official version: doubts and different hypothesis 
regarding the attack are raised on a daily basis.
https://elpais.com/internacional/2018/08/11/america/1534015309_322743.html

CONTINUA>>
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Who is about to close the deal on drones with Serbia?
3 Aug 2018
Senka Miloš and Jovana Vukotic,  Sputnik, Poland
Serbia is now negotiating a deal to purchase Israeli-designed drones after 40-year-long 
stagnation in Air Force investments. The Ministry of Defence of the Republic of Serbia is 
also engaged in talks with ‘other countries’. According to experts, Russia is potentially one 
of them. Vucic explains that due to the relatively slow technological progress, Serbia has 
to acquire UAVs abroad. However he promised to support the local manufacturer of  the 
’Pegaz-011’ tactical UAV and of the reconnaissance and surveillance drone ‘Vrabac’.
https://pl.sputniknews.com/opinie/201808038520573-Sputnik-drony-Serbia-balkany/

Heron TP: drones that are not a threat
13 Aug 2018
Marcus Faber, Die Welt, Germany
The German armed forces have been using unarmed drones for years. Now they have a 
new Heron TP model that can be armed, but without ammunition. The drones are just 
allowed to fly and to film. Not arming drones could be risky: if for example the drone pilot 
discovers an ambush, he should call the fighter plane putting the soldiers at unnecessary 
risk.
https://www.welt.de/debatte/kommentare/article181074022/Heron-TP-Drohnen-die-nicht-
einmal-eine-Drohung-sind.html

THE DRONES RACE

The Heron TP drone.
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Poland acquires extra Blackjack drones
23 Aug 2018
Defence 24, Poland
The US Department of Defence concluded a contract worth USD 54 million, covering 
a manufacturing process pertaining to a single RQ-21A Blackjack system for the 
Polish Special Forces. The UAV is designed for use in maritime conditions. It is fitted 
with a daytime/night camera, a laser rangefinder, a infra-red target designator, a 
communications system and a AIS receiver. Poland is going to acquire each machine for 
about USD 1,2 million and will become the third foreign user of the system, following 
Canada and the Netherlands.
https://www.defence24.pl/dodatkowy-blackjack-dla-polskich-specjalsow

Slovak military to acquire Israeli drones - without any tender
29 Aug 2018
Tibor Habo and Ján Petrovič, Aktuálně, Slovakia
The Slovak military has purchased two sets of Israeli MicroFalcon miniature drones for 
intelligence and surveillance purposes. Additionally, the drones could be used to control 
artillery fire. The ministry of defense is heavily criticised for not announcing any public 
tender for this acquisition worth more than one million euros.
https://www.aktuality.sk/clanok/618214/vojakom-kupuju-izraelske-drony-sutaz-nerobili/

Boeing wins U.S. contract for carrier-based refueling drones
30 Aug 2018
Reuters, United Kingdom
Boeing company has been awarded a $805 million contract for design, delivery and 
support of four unmanned drones based on aircraft carriers that will be used to refuel 
aircraft for the United States Navy. The contract is expected to be completed in 2024.
https://www.reuters.com/article/us-boeing-pentagon/boeing-wins-u-s-contract-for-carrier-
based-refueling-drones-idUSKCN1LF2M2
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Ukrainian engineer equips drone with grenade launcher
22 Aug 2018
Mads Nyvold, Ingeniøren, Denmark
In Ukraine, amateurs and professional engineers alike are building drones and other 
technologies for use against the Russian army in the conflict in Ukraine. This conflict is 
becoming a vision of potential future warfare, where different war drones and anti-drone 
technologies are expected to play an increasing role. Most recently, Ukrainian drone 
company Matrix UAV has developed a small war drone, the Demon, capable of carrying 
firearms, explosives or grenade launchers.
https://ing.dk/artikel/ukrainsk-ingenioer-udstyrer-drone-med-granatkaster-213921

Drones controlled from F-22 cockpits
22 Aug 2018
Defence 24, Poland
The American Air Force and DRAPA test hardware and software configured to enable 
fourth and fifth generation bombers to command drones from cockpits during the flight. 
Advantages to air warfare are numerous: new level of autonomy, more attack options and 
ability to find and identify enemy targets, before they even take off. Working with BAE 
Systems at Edwards Air Force Base (California) test pilots are using specially configured 
Learjets and semi-autonomous software called Distributed Battle Management.
https://www.defence24.pl/drony-sterowane-z-kokpitow-mysliwcow-5-generacji

DJI Mavic 2 drones add obstacle sensors to all sides
23 Aug 2018
Bbc, United Kingdom
The Mavic 2 drone, developed by the Chinese Dji company, has obstacle-detecting 
sensors on all sides. Thanks to 10 sensors it can prevent collisions with objects above 
and below it, in front or behind and to its left or right. Furthermore, it offers improved 
cameras, including a zoom lens and better colour. According to Skylogic, DJI currently has 
a 74 per cent  share of the global drone market, but it faces challenges in growing further.
https://www.bbc.com/news/technology-45286428?intlink_ from_url=https://www.bbc.com/
news/topics/cljev44x05lt/drones&link_location=live-reporting-story

LATEST TECHNOLOGIES

The Mavic 2 Zoom (left) has a zoom 
lens, while the Pro model (right) 
has a bigger image sensor.
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Robots and killer drones: these will be the weapons of future wars
05 Aug 2018
Cristina Sánchez, El Confidencial, Spain
Paul Scharre, a defence analyst and former Pentagon official, in his book Army of none: 
autonomos weapons and the future of war shows the risks connected to robots and 
drones in a future where human decisions are more and more reduced. Today at least 
16 countries have armed drones; among these Harpy, developed by Israel Aerospace 
industries, is already completely autonomous: with 2.5 hours of flight time, it is able to 
search enemy radars and to decide independently the target to hit.
https://www.elconfidencial.com/tecnologia/2018-08-05/robots-drones-asesinos-armas-
futuro_1601198/

Surveillance, censorship and drones: ethical concerns make 
employees avoid tech giants
16 Aug 2018
Mads Nyvold, Ingeniøren, Denmark
Candidates are turning down job offers from tech giants (e.g. Google, Amazon), due 
to concerns over ethical values or a company’s neglect of the consequences their 
technologies may have. This is evident in a Twitter trend: #TechWontBuildIt; Anna 
Geiduschek and Jackie Luo are mentioned as examples. This may be part of a broader 
trend also reflected by researchers and employees in tech firms protesting if technological 
development moves into an ethical grey zone, as has been the case in the field of AI and 
autonomous weapons.
https://ing.dk/artikel/overvaagning-censur-droner-etik-faar-medarbejdere-at-undgaa-tech-
giganter-213838

Diplomats argue on killer robots
26 Aug 2018
Der Spiegel, Germany
Should deadly autonomous weapons – like shooting robots, deadly drones and unmanned 
submarines – be prohibited? The topic was discussed on August 27th in Geneva. More 
than 2,000 scientists working with artificial intelligence condemned this kind of weapons 
before the meeting. “It is a moral issue,” they wrote in an appeal. “We must not let 
machines make decisions concerning life and death”.
http://www.spiegel.de/wissenschaft/technik/genf-diplomaten-diskutieren-ueber-
killerroboter-a-1224977.html

ETHICAL CONCERNS
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The fear of flying mini-bombs
22 Aug 2018
Markus Becker and Matthias Gebauer, Der Spiegel, Germany
Small drones are difficult to combat: they can spy, monitor and carry bombs. For years, 
security threats have grown due to these kind of drones. The military and authorities 
are working on defense systems: they are using jammers, special missiles and fishing 
nets to intercept enemy drones. The German armed forces are developing a system that 
neutralizes drones with electronic signals or small grenades.
http://www.spiegel.de/wissenschaft/technik/anschlaege-mit-drohnen-die-furcht-vor-der-
fliegenden-mini-bombe-a-1223369.html

After summer attacks, drones increase their negative reputation 
21 Aug 2018
Jean-Michel Normand, Le Monde, France
Investors are worried about what public opinion thinks of drones. Just like smartphones 
and social networks, drones raise controversial impressions: recent events showed them 
as inexpensive and hard to track weapons, perfect for terrorist attacks. Although their 
importance in rescue operations, security issues, building industry and items delivery is 
increasing, an adverse public opinion could influence negatively their sales in the future.
https://www.lemonde.fr/la-foire-du-drone/article/2018/08/21/avec-les-attaques-de-l-ete-la-
mauvaise-reputation-des-drones-s-amplifie_5344626_5037916.html

SECURITY RISKS

Armed drone shot down by 
Russian army in Syria, on August 
16th. 
Andrey Borodulin / Afp
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License plates for drones and driving school tests for its operators
16 Aug 2018
Tomáš Cafourek, MF Dnes, Czech Republic
The EU Commission is preparing a bill that would introduce mandatory license plates 
for drones and tests for its operators. The main reason is the rapidly increasing number 
of drones among people and security risks related to operating drones in proximity 
of strategic infrastructure like airports or power plants. The new legislation should 
make quick identification of operators possible and increase their awareness of what is 
permitted.
https://www.lidovky.cz/utok-dronem-uz-muze-naridit-nizsi-veleni-i-mimo-valecne-zony-
trump-rusi-obamovy-normy-gqx-/zpravy-svet.aspx?c=A180817_103044_ln_zahranici_mber

Drone attacks to be possible even outside combat zones. Trump 
removes Obama’s norms
18 Aug 2018
Michal Bernáth, Lidové noviny, Czech Republic
Drone attack would be possible even outside war zones and could be ordered on a lower 
level of command even in cases when “probability bordering on certainty” rule on hitting 
the right targets does not apply. Experts warn that this decision will increase a number of 
collateral casualties.
https://www.lidovky.cz/utok-dronem-uz-muze-naridit-nizsi-veleni-i-mimo-valecne-zony-
trump-rusi-obamovy-normy-gqx-/zpravy-svet.aspx?c=A180817_103044_ln_zahranici_mber

Terrorism: civil drones are the new weapon of Islamic State
19 Aug 2018
Jean Chichizola, Le Figaro, France
The competence of the Islamic State in the use of drones is increasing and European 
countries are concerned about potential terrorist attacks, according to a UN report said. 
Foreign fighters can learn how to convert drones for civil use into weapons and bring this 
know-how back to their homeland. Edmund Fitton-Brown, former British ambassador in 
Yemen, and his team, currently monitoring Daesh activities, are convinced non-regulated 
sales on Internet are a “potential risk for security”.
http://www.lefigaro.fr/international/2018/08/19/01003-20180819ARTFIG00100-
terrorisme-les-drones-civils-la-nouvelle-arme-de-daech.php
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Drone strikes in Yemen don’t make my country safer – or yours
10 Aug 2018
Mohamed Askar, The Guardian, United Kingdom
The plea of Mohamed Askar, Yemeni minister for human rights, after some civilians were 
killed by armed drones. “In the deadly struggle with al-Qaida, the last thing we need is to 
lose innocent lives because of bad intelligence”, he wrote. He is concerned by the huge 
increase in drone strikes last year in his country and by president Trump’s decision to 
weaken safeguards aimed at protecting civilians.
https://www.theguardian.com/commentisfree/2018/aug/10/yemen-open-letter-drone-strikes-
us

CONTINUA>>
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Drones hunt cocaine farms in Colombia
21 Aug 2018
Bbc, United Kingdom
The Colombian government has started to use drones to destroy the plants that 
produce cocaine. The drones with herbicide do not pose a danger to operating crews in 
confrontations with farmers. Furthermore, their size allows them to manoeuvre close to 
the ground to identify illegal crops and to ensure that damage to neighbouring ones is kept 
to a minimum. In recent years other countries such as Morocco and South Africa have 
used drones to combat criminal activity.
https://www.bbc.com/news/technology-45259181?intlink_ from_url=https://www.bbc.com/
news/topics/cljev44x05lt/drones&link_location=live-reporting-story

Smugglers use drones to fly drugs over militarized Cyprus frontier 
29 Aug 2018
Reuters, United Kingdom
Turkish Cypriot media reported that smugglers tried to use a drone to fly illegal drugs 
over the frontier separating the Turkish northern part with the rest of the island. Police 
questioned a suspect alleged to have received narcotics from a drone which had taken off 
from the Greek part of the island. Police on the Greek part and UN force said they had no 
information about the incident.
https://www.reuters.com/article/us-cyprus-drugs-drones/smugglers-use-drone-to-fly-drugs-
over-militarized-cyprus-frontier-idUSKCN1LE1OS

DRONES AND DRUG
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